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Common
Cloud Conflicts
Problems Are Plenty In The Cloud,
But Most Are Easy To Resolve
by Christian Perry
•

•

•

ALTHOUGH CLOUD VENDORS might tout a
problem-free experience with their services, smart customers come prepared to
deal with security, bandwidth, integration,
and other problems that can easily put
their businesses and data at risk. Here’s a
look a common problems plaguing the
cloud and how to handle them.

work,” Fletcher says. “Be careful. Yes,
they can be made to work for the current
problem, then the next problem, etc., [but]
it can get expensive. Make sure you undertake a full review and identify all your
problems up front. If then you see it might
be better to change the tool, then do so. It
will save you far more in the long run.”
He also recommends beginning by moving some less mission-critical workloads,

Key Points
• Not all existing management tools will work
with cloud services, so run extensive trials
before rolling out cloud services to the
entire company.
• Remember that cloud services are based
in physical data centers that are just as
vulnerable to security threats as any
other data center.
• Don’t hesitate to try a cloud service before
buying to ensure that it meshes with your
current infrastructure and environment.
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by Jean Thilmany
•

•

•

ENTERPRISES SPEND THOUSANDS of dollars
on the latest lines of security defense, but
they are still vulnerable to data breaches
and failed audits due to areas that are
often overlooked.
IT managers can never really be assured
their IT operations are 100% secure, but
by assessing their security methods and
taking into account areas perhaps overlooked in the past, Chris Boyd, senior
threat researcher at GFI Software (www
.gfi.com), says they can get a better understanding of just how secure their enterprises are, he says.
“Personally, I’d start with the assumption
that everything has been compromised—
whether that’s the physical building security, firewall policies, malware on the network, or data leaks—then [ask]: ‘What’s
the most damage that could come out of
this?’” Boyd says. “Once you know the
worst that can happen, you can take steps to
lessen the damage.”

Begin with a security assessment, says
Upen Sachdev, senior director at technology services provider Allied Digital
Services (www.allieddigital.us). Look at
the firewall first, which is usually the top

■ Whether your enterprise has already installed
fiber-optic networks or plans to implement the technology in the future, IT personnel should keep several
things in mind when testing and troubleshooting an
optical network ............................................ page 29

■ Enterprises spend thousands of dollars on the latest
lines of security defense, but they’re still vulnerable
to data breaches and failed audits due to areas they
have overlooked ................................................ page 1

To Avoid Data Breach,
Assess Your Current
Security Situation

Evaluate Your Security Setup

■ Provisioning in the cloud is convenient and quick,
but that ease provides both agility and potential
for abuse ........................................................ page 28

SECURITY

How Secure
Is Your
Enterprise?

Overconfidence With Tools
Enterprises spend years building workload automation polices to connect various
applications seamlessly and efficiently,
says Mark Fletcher, COO at ORSYP (www
.orsyp.com). However, the addition of
cloud services has the potential to break
those connections. Further, companies that
invest in IT operations management toolsets tend to believe that these existing tools
will work in this new hybrid environment,
but it’s harder than it seems.
“You will often be told that your existing management tools can be made to

or workloads that are not tightly coupled
with the rest of the infrastructure, to the
cloud. From there, identify areas where
quality of service might suffer. For example, are your ITSM (IT service management) tools cloud-ready? How will you
ensure service levels to your customers if
the application is now running in the
cloud under someone else’s control? What
is the impact of a disruption of service in
the cloud on your local production?
What’s the disaster recovery plan?

Failure To Ensure Integration
A cloud service might look like a perfect
fit for your business—that is, until it’s
deployed and your IT team realizes it simply
doesn’t mesh with your current infrastructure. Daniel Chalef, CEO of KnowledgeTree
(www.knowledgetree.com), has noticed that
small and midsized businesses sometimes
select a vendor that doesn’t provide a clear
path to transfer their data in and out of the
Go to Page 10

Key Points
• Assess current security measures
throughout the enterprise and identify
any security holes.
• Keep in mind that any changes you
make to the network may open up your
enterprise to security threats.
• Social networking sites can lead to
security breaches; some vendors make
technology that analyzes and stops
such leaks.

line of defense against hackers at SMEs,
Sachdev says. Every day, hackers run
massive network scans across the Internet
in their search for vulnerable firewalls.
“Monitoring a firewall and reviewing its
logs will tell you how often your network
was under attack and how successful
Go to Page 10
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Continued from Page 1
cloud when they need to. A related problem
is jumping into the cloud without making
sure that the vendor supports infrastructurespecific elements in the company’s environment, such as Active Directory or LDAP
servers for authentication.

“You need to make sure [the provider’s] security covers several key areas,
such as end-to-end encryption [not just
when the data is in motion], access control rules, identity management, etc.,”
Dawson says. “Also, ask about security at
the infrastructure level. We often forget

“To assess if a cloud solution will
meet your business need, you should
‘try before you buy.’”
- Skytap’s Sundar Raghavan

To avoid such problems, he recommends investigating the opportunities a
particular vendor offers for securely
downloading data on-premises, as well as
what technologies are in place to make
the user experience seamless across disparate applications such as CRM, email,
and document management services. He
also suggests finding out whether you can
manage your credentials from a single
service or an existing on-premises Active
Directory or LDAP server.

Clouds Are Vulnerable, Too
Lack of due diligence when it comes to
the cloud can raise plenty of security
issues, explains Margaret Dawson, vice
president of marketing and product management at Hubspan (www.hubspan.com).
Businesses new to the cloud service realm
might not realize the importance of evaluating these services just as they would any
traditional on-premises product, but this
process is critical to ensuring that your
data remains safe in the cloud.

that behind every cloud solution is a
good, old-fashioned data center with
physical security issues. How do they
manage network security, data protection,
and access controls in the data center that
is running the cloud solution?”

Permanent Data Loss
According to Vineet Jain, CEO of Egnyte
(www.egnyte.com), the risk of permanent
data loss perpetually haunts users of cloud
services. If data disappears and no backups
are available, a company faces a potential
catastrophic situation, but this problem can
be avoided by determining early on if the
service provider’s architecture allows for
only temporary data loss—in other words,
temporary inaccessibility due to software
and/or hardware failure, but eventually the
files can be made available.
When considering a cloud service,
determine how well your data is protected
in the cloud, including how many copies
exist, where they are kept, whether they
are kept across multiple locations, and
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whether encryption at rest is used. Jain
also advises asking if the vendor provides
access to your data if your Internet connection is lost or if the vendor’s service
itself is down. Finally, investigate the
vendor’s support (is it 24/7?) and how
easy or difficult it will be to retrieve your
data from the vendor’s servers if you
decide to cancel or change the service.

Relying On Assumptions
Seeing the cloud work for other companies can lead to a strong assumption that
the cloud will work for your company. But
although the cloud might indeed work for
you, not all services are the same, and
some might be downright wrong for your
environment. Sundar Raghavan, chief
product and marketing officer at Skytap
(www.skytap.com), notes that it’s an
urban myth that because a cloud service
works for one company, that same service
can be successful when in use at another
company. Instead of making that assumption, he says, take some steps to determine

One of the most widespread cloud-related problems is the failure to realize your network might be incapable of handling cloud service requirements. According to Bill Abram,
founder and president of Pragmatix (www.pragmatix.com), companies don’t always
properly judge the bandwidth requirements of and the latency introduced by some cloud
interactions, even though systems may need to be completely redesigned to work in a
higher-latency environment.
Abram recommends running a pilot test with a few users before switching everyone over
to the cloud service. “As much as possible, roll out a fully functional test environment of
your cloud-enabled systems,” Abram says. “Run as fully production-like as possible to identify problems ahead of a full production changeover. It is important to scale systems to as
close to production volume as possible, as some issues may not appear except at high
transaction volumes.”

- WaterlooSecurity Ltd.’s Fernando Duran

Network Changes
IT managers will also need to assess
security when instituting network changes,
which can impact overall enterprise security, Duran says.
“Small [and medium-sized] businesses
usually run very lean IT operations, which
means network changes are a lot more ondemand and tactical rather than strategic,”

he says. “So network changes can often
lead to security lapses [or backdoors left]
open for intruders and hackers.”
One common mistake is that temporary access provided for a particular reason isn’t revoked, Sachdev says. “For
example, a lot of administrators disable
certain firewall rules as a troubleshooting step, but [they] forget to enable those
rules again leaving open access to vulnerable targets,” he says.
Whether they are intended or not, network changes can expose new services
and network devices to the Internet,
thereby introducing a new area for hackers to attack, Duran explains.
Network design plays a role in keeping
enterprises secure, as well, Duran adds.
Design flaws, such as allowing for local
network congestion or failing to separate
local networks, can also expose the networks to security compromises.

On The Defense
In addition to monitoring for threats
against the firewall and assessing
changes to the network, enterprises can
take a number of other defensive measures to protect against security threats,
Duran says. IT staff should assess those
measures regularly to ensure that they

if a service will actually work for you
before committing.
“To assess if a cloud solution will meet
your business need, you should ‘try
before you buy’” Raghavan says. “Most
cloud solutions offer this flexibility. If
not, that’s your first hint. Maybe the
cloud solution you are looking at requires
too much capital and time investment,
and that’s not ideal. If a cloud solution is
not usable from Day 1 for your business
need, or you cannot get granular visibility
reports, that’s a huge indication the particular solution you are looking at is not
likely to be a long-term fit.”
In addition, Raghavan recommends finding answers to a bevy of questions to help
pin down that long-term fit. For example,
what is your company’s unique need, or use
case, for the cloud? Does the offering
deploy as rapidly as you need, and are your
users empowered? Does the service let your
users conduct business without any major
training? Does the service provide usage
reports and control mechanisms? P

Top Problem: Failure To Consider Bandwidth

“Small businesses usually run very lean IT operations, which
means network changes are a lot more on-demand and
tactical rather than strategic. So network changes can often
lead to security lapses [or backdoors left] open.”
Continued from Page 1
your firewall was in keeping hackers at
bay,” Sachdev explains.
IT managers with limited security staff
could choose to hire a third-party security
company to conduct vulnerability scans
against the firewall, says Fernando Duran,
CTO at WaterlooSecurity Ltd. (www
.waterloosecurity.com). “There are several
vulnerability scanners, but their reports can
be overwhelming to interpret if you are not
an expert,” Duran says.
Even with contracted security help,
however, IT managers must be aware of
all enterprise hardware—such as the
Web server or database servers—that has
contact with the Internet and the business
reason for that contact. To avoid security
woes, if there’s no business reason for
the contact, the server shouldn’t be
linked to the Internet, Duran says.
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will still be up-to-date and pertinent,
Duran adds.
IT managers must also ensure that a
good recovery plan is in place. Duran
says this can be accomplished with backups. A good backup system should back
up data automatically at set intervals and
should be located offsite, to protect it
from theft or natural disasters. You will
also want to schedule the backup to run
frequently so that a minimum amount
of data would be lost if an outage were
to occur.
“Check your backup periodically. You
don’t want to find out after a disaster
that the [data] cannot be recovered,”
Duran says.

In addition, Andrew Wyatt, COO at
security software maker Clearswift
(www.clearswift.com), explains that IT
managers need to stay on top of trends
and changes, such as the use of social
networking tools.
Social networks aren’t going away,
and, in fact, more enterprises are coming
to rely on them for their marketing
efforts, Wyatt says. For that reason, IT
departments can’t just lock down Facebook, Twitter, and similar social networking sites to keep their employees
from accessing the sites and potentially
sharing secure data.
Wyatt recommends that managers also
investigate third-party Web and email
software that automatically scans outgoing
messages sent via email, social network
sites, and other methods for information
that violates security rules, as specified by
IT managers.
The most important security measure
an IT staff can have in place is a clear
security policy that all employees understand and comply with. Wyatt says IT
staff should refer to the policy often, to
ensure it is as current as possible within
this quickly changing IT landscape. P

Before The Breach
Detecting security compromise after the fact can be tricky and time-consuming, says
Joe Fisher, president of Affinity IT Training (www.affinity-it.com). He recommends both
intrusion detection and prevention software. The prevention software can stop a breach
before it happens or alert IT staff to suspicious activities, which is cheaper than plugging
a hole after it’s detected and important data breached.
Fisher says to keep in mind that the effectiveness of even this type of software can be
compromised if it’s installed into an environment that is already compromised.

